There’s no place like home
How local data hosting can benefit a range
of organisations

Data is inextricably linked to trust. If you don’t
trust somebody, you’re not going to want to give
them your information – it’s as simple as that. But
public trust in business is in a downward spiral.
Meanwhile, the value of our data to business has never been more important. It can
help deliver streamlined services, unlock unprecedented customer insights and deliver competitive advantages. But, poorly managed, it can also cause businesses to
crash and burn like never before.
Data security is now an essential part of day-to-day business. But just what does it take
to keep data safe?
At one end of the spectrum, there’s a common belief that strong passwords and anti-virus software are enough protection. At the other end, tech supremo Elon Musk says
Facebook “gives me the willies”, while former FBI boss James Comey covers his
webcam and advises the rest of us to do likewise.
There is no place for complacency in data security. However, fearfulness is equally
unhelpful and can hold businesses back from maximising the opportunities that
technology and the online economy can provide. This report explores the changing
data security landscape and its implications for corporate governance.
We offer practical guidance on how to protect sensitive boardroom information to
underpin trust across organisations and look at when a local data-hosting solution
may be of benefit
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AUSTRALIANS FEEL STRONGLY ABOUT DATA
SECURITY1
69% Are more concerned about online privacy
than they were five years ago.
94% Agree businesses should inform people if they
are affected by a data breach.
93%

Don’t want their data sent overseas.

79% Don’t want
other organisations.

their

data

shared

with

Organisations agree that they can do better

91% Say that they can be more transparent with
consumers about how their information is used.2

Directors are aware of those risks and of the importance of
data security. Surveys by the Australian Institute of
Company Directors (AICD) revealed that directors are
deeply concerned over the growing threat.
Cybercrime (19%) and data security (15%) are two of the
issues keeping Australian directors awake at night,
according to the AICD’s Director Sentiment Index for the
second half of 2017. That puts them both in the top 10,
ranking ahead of issues such as competitor behaviour,
digital innovation and attracting organisational talent.

More than one in five directors (22.9%) said that data
management and cybersecurity is a critical issue for trust in
their organisation, in the separate 2018 KPMG – AICD
Trust Survey.

A QUESTION OF TRUST

WHY DATA SECURITY IS ESSENTIAL

The Australian public is losing trust in our institutions,
business and the media.

Technology offers a multitude of benefits to businesses, but
it also offers another avenue for hackers and other
criminals to attack.

That’s hardly surprising. In the first quarter of 2018 alone,
three high-profile incidents have demonstrated why we’re
experiencing a crisis of confidence:
•

u Facebook acknowledged that it had misused the
data of up to 87 million people, including more
than 300,000 Australians. The social media giant
permitted data mining firm Cambridge Analytica to
collect data from user profiles for commercial and
political use.

•

u Confidential Cabinet documents were released to
the media after being found in a locked filing
cabinet inadvertently sold by the government for
just $20.

•

u Australian cricket was hit for six by admissions of
ball tampering. The incident claimed three
members of the national team, including the
captain, as our sporting heroes fell from grace.

Email and web access is now an integral part of everyday
business practices – it also represents the biggest
cybersecurity risk.
The FBI estimates that compromised email accounts,
where an attacker impersonates an employee through
social engineering or computer intrusion techniques in
order to conduct unauthorised fund transfers, cost more
than $US5.3 billion between October 2013 and December
2016. Many such breaches are never reported.
Yet a startling 44% of companies say that they don’t have an
overall cybersecurity strategy and 48% don’t have an
effective cybersecurity training and awareness program,
according to PwC’s Global State of Information
Security Survey.
Protecting data has never been more crucial.
All organisations should know where their data is located
and how it’s protected.

Data security has a growing ability to damage reputations.
It was front and centre in two of those headline-grabbing
incidents. But it isn’t only the big players who are
being affected.
In the first six weeks of Australia’s new mandatory data
breach notification regulations, the number of reported
breaches was almost half the total recorded in the entire
previous year, according to the Office of the Australian
Information Commissioner. A total of 63 breaches have
been reported, compared to 114 voluntary reports in 2016-17.
Reputational risk is one of the biggest issues organisations
face. It’s an issue that goes right to the top, and deep into the
heart of organisational culture. Boards are uniquely placed
to drive that culture and to protect corporate reputations, and
are under the spotlight when failures occur.

Sources
1: Australian Community Attitudes to Privacy Survey 2017
2. Deloitte Privacy Index 2017
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A MOVING TARGET
Organisations are constantly evolving and being shaped by
both internal developments and external forces. It takes a
dynamic approach to risk management to keep up with
these changes.

WHY DATA SECURITY MEANS DIFFERENT
THINGS FOR EACH ORGANISATION

The sources and the magnitude of cyber threats are
growing all the time. But the defences against them are also
improving, becoming more sophisticated and better
integrated. The legislation and regulations that impose
minimum standards continue to develop.

Corporate governance is never a ‘one-size-fits-all’ practice.
It varies from one organisation to another, depending on
their structure, ownership, industry, maturity, size,
operations, and risks and regulations. The same goes for
data security. What works for one organisation may be
excessive for another, or woefully inadequate for a third.
That’s why organisations need an approach tailored for
their unique circumstances.

In this rapidly moving environment, data security is far from
a set-and-forget exercise. Directors, management,
governance professionals and IT experts need to
collaborate to ensure that it stays on the agenda.

The location of data is a key question, and some
businesses in the private and public sectors may need to go
a step further. For them, having their data hosted on
Australian soil can offer a number of advantages.

Andrew Carrick, Senior Director of Customer Success at
Diligent says that ongoing discussion is important to make
sure organisations can pivot quickly when changes occur:
“Organisations need ongoing vigilance when it comes to
protecting their information assets. If data security is just a
box on a checklist or a brief annual update, directors and
management can be in the dark about the risks
they’re facing.”
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DATA SECURITY IN THE BOARDROOM

THERE’S MORE AT STAKE THAN DATA

Directors and management need secure channels in which
to ask questions, express opinions and share information
beyond the boardroom. They need to exchange and give
feedback on draft documents. Some of those documents
might contain messages that haven’t yet been refined,
plans that will change later, or facts that are still unverified.

Far from being a specialist IT issue, data security is now one
of a range of issues that is part of an organisation’s
corporate culture and has a genuine effect on its reputation
and public trust levels.

It is essential that people are comfortable to speak openly
– robust discussion is a central part of every board.
Disagreements and misunderstandings are a normal part of
business. And opinions can change once questions are
addressed and more information is provided.
Yet, at many organisations, these exchanges regularly take
place over email, by text message or via instant messaging
apps. Those platforms lack the security to properly protect
sensitive information, which can include multiple copies of
messages ending up stored in public clouds.
Board reporting can often be at risk of falling outside
standard organisational controls because of non-executive
directors using external systems, software and hardware.
That may include public email servers, unfamiliar USB
drives, BYO devices and public wireless networks.
While the risks associated with public email providers are
well documented, there has also been an increase in
business emails being compromised, says the Australian
Cyber Security Centre’s 2017 Threat Report.

WHY DATA SECURITY IS GOOD CORPORATE
GOVERNANCE
•

u Protect company assets
Board reports provide sensitive information about
a wide range of commercial, financial and
operational issues. That can include strategic
plans, performance updates, forecasts, risk
analysis and details of significant transactions.

•

u Reduce external threats
Even the data you don’t believe is valuable
externally can be attractive to cybercriminals –
simply because it’s valuable to you. Ransomware
(encrypting your data and then charging a fee for
its release) is a growing threat.

•

u Trusting relationships
While the board’s role is to challenge
management and hold them accountable, a
culture of trust and openness between directors
and senior executives is imperative. Similarly,
directors need to have the utmost confidence that
boardroom business is confidential.

•

u Continuous disclosure obligations
A loss of confidentiality over a significant matter
could mean a business has to make further
disclosures to the ASX or ASIC.

Some organisations face regulatory restrictions in their
ability to use data centres and service providers beyond
Australia. However, for others, the decision to host data
locally is an individual choice. It’s not a surprising one, given
the views of many Australians about offshore data security.
More than nine out of 10 people don’t want their data sent
overseas, according to the Australian Community Attitudes
to Privacy Survey 2017.
The implications of a data security breach are serious, and
can include:
•

u Operational and business continuity issues

•

u Loss of business

•

u Regulatory action and sanctions

•

u Potential legal action

•

u Reputational damage

•

u Financial loss

“Directors’ roles are becoming more complex and
challenging all the time. The last thing they need to worry
about is that their confidential discussions could become
public. Inadequate security of board information isn’t worth
the risk.”
– Chris Lawley, VP Sales at Diligent
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KEEPING YOUR DATA SAFE

PROTECT THE FULL SUPPLY CHAIN

Privacy principles show the way

Your data is your responsibility, and that responsibility can’t
be outsourced. When organisations provide data to third
parties, those third parties need to abide by the same data
security and privacy regulations.

The Australian Privacy Principles (APPs) reflect the need for
an individual approach. They suggest that how information
is secured may depend on factors such as:
•

u Nature of the entity

•

u Sensitivity and amount of the data

•

u Potential consequences of a breach

•

u Practical implications of security measures

Principle 11 deals with the security of personal information,
and says:
“If an APP entity holds personal information, the entity must
’.
take such steps as are reasonable in the circumstances to
protect the information from misuse, interference and loss;
and from unauthorised access, modification or disclosure.”
Even when they don’t apply to an organisation or a particular situation, the Australian Privacy Principles are valuable
as a source of best practice on how data should be
managed and secured. Following this guidance demonstrates that an organisation takes its data security responsibilities seriously.

The Office of the Australian Information Commissioner has
published a guide to securing personal information. This is
a useful source of knowledge about topics such as information security risk assessments, training, policies and
systems, and software and network security.

That applies whether third-party service providers are
located in Australia or offshore. For example, under the
Australian Privacy Principles, when an organisation discloses information beyond our borders, it must take reasonable
care to make sure that the recipient does not breach those
Principles. If a breach does occur, the organisation – not the
recipient – may be held liable.
Many organisations appear to be underestimating the risk –
a 2016 survey by Soha Systems found that 63% of data
breaches were associated with third-party access.
Organisations’ due diligence about potential suppliers and
contractors needs to consider the adequacy of their
processes and systems to use, hold and dispose of data
provided to them. They should consider the relative merits
of an external party’s potentially greater expertise against
the ability to satisfy themselves that adequate controls are
in place.
Contracts and service standards with third-party providers
should address data security and breach notification
requirements. However, that isn’t sufficient – testing and
external verification should also be carried out.

CREATE A CLOSED LOOP TO AVOID
DATA LEAKAGE
There’s a lot more to corporate governance data security
than just protecting board reporting packs.
Secure governance software creates a closed loop that
protects not only board reports, but the private communications between directors and executives.
Messaging happens within the platform, where it’s subject
to the same security measures as the board reports.
There’s no risk of accidentally sending a message to an
external contact, plus messages can be recalled if required,
and permanently deleted.
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RING-FENCE SENSITIVE INFORMATION
Our love of convenience and connection can come at a
cost. Sharing passwords across multiple systems and
connecting website log-ins to our social media accounts
make us easy prey for our data to be gathered. But even
without those shortfalls, our online activity exposes more
than we might realise.
Increasing links between applications, software and
hardware are creating tentacles that reach deeper into
what used to be our private space. Major platforms such as
Google, Facebook and LinkedIn use complex algorithms to
find connections that sometimes even we don’t know exist.
That can be rife with risk for people in professions which
rely on confidentiality, including medical workers,
journalists, lawyers and many others.
The critical information boards use to govern organisations
needs to be ring-fenced with deep security and protected
from external access of any kind.
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WHY HOST DATA IN AUSTRALIA?
Does local data hosting really matter?
For most organisations, having strong data security is a lot
more significant that where that data is physically located.
What’s important is how data is protected from loss, misuse
or theft.
Regulations vary around the world, but best practice is
universal. Reputable organisations in Australia or overseas
should have the same quality infrastructure, security and
processes to protect their clients.
It’s essential to do your research before making a decision,
and know the right questions to ask. Providers that can’t
clearly and proactively explain their security measures
should immediately raise a red flag.

HIGH STANDARDS APPLY OFFSHORE
Australia has a strong privacy and data security regime, but
we’re not alone. Some jurisdictions have even more
pervasive requirements.
When the European Union’s General Data Protection
Regulation (GDPR) takes effect in May 2018, it will impose
some of the toughest privacy standards in the world. It will
not only affect EU organisations, but any organisation with
data on EU citizens. There is also no small business
exemption, unlike in Australia.
Penalties under the GDPR can be severe – up to a
maximum of €$20 million or 4% of global revenue,
whichever is higher.
Importantly, the new regime will also introduce changes to
liability when third-party suppliers are used. No longer will
the original owner of the data be solely liable for any
breach that occurs. Liability will now be shared between the
owner and the third-party provider.
These changes are creating a ripple effect across the
globe. The scope of the GDPR means that it will apply to
many organisations beyond Europe, leaving them
scrambling to ensure that they comply.

WHO CAN BENEFIT FROM LOCAL DATA
HOSTING?
Keeping data in Australia can help some organisations
comply with specific regulatory requirements. For example:
•

•

•

u

u

u

Financial services – Entities regulated by APRA,
including banks, insurers and superannuation
funds, are subject to stringent requirements when
outsourcing
material
business
activities,
particularly if they are outsourcing them to offshore
providers. The prudential regulator can put a stop
to arrangements if it is not satisfied with the risk
management practices.
Government – Public sector entities are strongly
encouraged to adopt cloud-based solutions under
the Australian Government’s Secure Cloud
Strategy. While the Strategy specifically notes that
offshore data is not prohibited, many government
agencies and departments at the state, territory
and federal level follow a mandate of only using
locally hosted data service providers.
Medical and healthcare – Under the Privacy Act,
information about people’s health is subject to
greater protection than other types of personal
information. Providers need to take additional
steps to satisfy themselves that sensitive
information is properly protected.

LATENCY IMPROVEMENTS
High-quality infrastructure can deliver outstanding
performance no matter where it is located. However,
onshore data storage can offer performance benefits for
highly data-intensive organisations. That’s because the
further data needs to move, the longer it can take to arrive.
While the difference may be a matter of milliseconds, with
large packages of data, this can add up to lower latency
levels. Keeping data closer to home can boost
access speeds.

Diligent and the Canberra Data
Centre: an Australian solution

Expert security

Diligent has been providing governance services for over
15 years. We have more than 750 clients across the
country, including more than half the companies from the
ASX 100.

Canberra at one of the facilities owned and operated by
Canberra Data Centres (CDC).

We were one of the first businesses to offer a secure board
portal. As we have grown, we’ve continued to lead the way
with innovative solutions to strengthen corporate
governance practice at organisations of all shapes and
sizes. Our flagship board portal is now one element of an
integrated and secure enterprise governance system.
Our investment in Australian data centres is another way
Diligent is demonstrating our commitment to
service excellence.
The organisations that elect to host their data in Australia do
so for specific reasons. When that happens, local data
hosting is just one of a range of extended data security
measures those organisations need to implement and
maintain. For that reason, Diligent’s Australian data centres
are a market leader in its field, offering secure data services
at the highest level.

Diligent’s Australian data centres are located in

CDC is a specialist data centre company which operates
industry-leading facilities in the Australian Capital
Territory. It provides secure data centre services to the
public and private sectors.
CDC is the only data centre provider accredited as secret
buildings by the Australian Government. This is reflected
in its wide range of public sector clients, which include
more than 40 government departments and agencies,
such as the Department of Defence. It also services a
range of private clients who require state-of-the-art
security, such as financial institutions and infrastructure
providers.

Our security commitment
The introduction of Diligent’s Australian data
centres is a response to the evolving cyber environment,
changes in regulations and best practice, and the
individual needs of our clients.
For many organisations, the primary concern is top-level
data security and service excellence. Diligent’s service
commitment is unchanged, wherever the servers that
host your data are located.

For more information
or to request a demo,
please contact us by:

Tel: 1 800 646 207
Email: info@diligent.com
Visit: diligent.com/au

“Diligent” is a trademark of Diligent Corporation, registered in the US Patent and Trademark Ofﬁce.
“Diligent Boards,” “Diligent D&O,” “Diligent Evaluations,” “Diligent Messenger” and the Diligent logo
are trademarks of Diligent Corporation. All third-party trademarks are the property of their respective
owners. All rights reserved. © 2018 Diligent Corporation.
WP0040_ANZ

